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DETAILED ACTION 
EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Mrs. Randi B. Isaacs, Registration No. 56,046, on November 23, 2004. 

The application has been amended as follows: 

1. In claims 9 and 29, in line 6, change "signature, an encrypted signature..." to 
"signature, and an encrypted signature..." 

2. Delete the following from claims 9 and 19, in lines 7-9 and 7-10, respectively: 
", said encrypted private key, said encrypted common key, said second public 

key, and a signature written by use of said signature private key on said encrypted 
signature private key" 

3. Cancel claim 14 



4. In claim 15, line 7, change "said lock data" to "a lock data" 
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5. In claim 16, line 10, change "in said lock" to "in a lock" 

6. In claim 17, line 9, change "in said lock" to "in a lock" 

Allowable Subject Matter 
Claims 1-6, 8-13 and 15-19 are allowed. 

The following is an examiner's statement of reasons for allowance: 

The primary reasons for the allowance of the independent claims 1 , 3-6, 9 and 
1 5-1 9 are the inclusion of the following limitations that are not found in the prior art and 
they are uniquely distinct features. The closest prior art are Okamoto et al (6,1 18,874) 
and Langford et al (6.266,420 B1 ). Okamoto et al discloses a key recovery system that 
generates an enveloped data by combining an encrypted plaintext generated by using a 
common key and encrypted said common key(s) generated by using the public keys of 
the members of a group. Langford teaches a method for a secure group 
communication, where the group communication is secured based on the security 
credentials of the group. However, These two arts, singularly or in combination, fail to 
anticipate or render the following limitation: 
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"Claims 1 and 3: storing lock data which includes a group public key, an 
encrypted private key formed by encrypting a group private key that corresponds to said 
group public key, by use of a common key, and a plurality of encrypted common keys 
generated by encrypting said common key by use of respective public keys of the group 
members". 

"Claim 4: storing lock data which includes a group public key, an encrypted 
private key, the encrypted private key being formed by encrypting a group private key 
that corresponds to said public key, by use of a common key, and a plurality of 
encrypted common keys generated by encrypting said common key by use of 
respective public keys of the group members". 

"Claim 5: encrypting said common key by use of public keys of respective group 
members to generate corresponding encrypted common key; and 

combining said public keys, said encrypted private key, and said encrypted 
common keys to generate lock data". 

"Claim 6: modifying said group private key by use of a desired function including 
an inverse function to generate a modified group private key; 

encrypting said common key by use of public keys of respective group members 
to generate corresponding encrypted common key; and 
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combining said public keys, said encrypted private key, and said encrypted 
common keys to generate lock data". 

"Claim 9: storing lock data including a first public key, an encrypted private key 
formed by encrypting a private key corresponding to said first public key by use of a 
common key, a plurality of encrypted common keys formed by encrypting said common 
key by use of public keys of respective group members, a second public key for 
verifying a signature, and an encrypted signature private key formed by encrypting a 
signature private key for writing said signature by use of a public key of a changing right 
holder^\ 

"Claims 15-17: a memory part that stores a group public key, an encrypted 
private key formed by encrypting a group private key corresponding to said group public 
key, by use of a common key, and a plurality of encrypted common keys formed by 
encrypting said common key by use of public keys of respective group members". 

"Claim 18: a generation part that encrypts said group private key by use of said 
common key to generate an encrypted private key; 

a generation part that encrypts said common key by use of public keys of 
respective group members to generate an encrypted common key; and 

a generation part that combines said group public key, said encrypted 
private key, and said encrypted common key to generate lock data". 
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"Claim 19: a memory part tliat stores lock data including a first public key, an 
encrypted private key formed by encrypting a private key corresponding to said first 
public key by use of a common key, a plurality of encrypted common keys formed by 
encrypting said common key by use of public keys of respective group members, a 
second public key for verifying a signature, and an encrypted signature private key 
formed by encrypting a signature private key for writing said signature by use of a public 
key of a changing right holder". 

The dependent claims 2, 8 and 10-13 are allowed because they were originally 
found to include a unique feature not found in the closest abovementioned art. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571- 
272-3808. The examiner can normally be reached on M-F 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 703-305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from tine 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Abdulhakim Nobahar, 
Examiner /C 
Art Unit 21 32 




November 24, 2004 



THOMAS R. PEESO 
PRIMARY EXAMINER 




